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8VH�RI�WKLV�DSSURDFK�KDV
�DOUHDG\�KHOSHG�XV�GHOLYHU
�LQQRYDWLYH�VROXWLRQV�WR�

FKDOOHQJLQJ�XVH�FDVHV�ZKLOH�
DFWXDOO\�UHGXFLQJ�ULVN�

:H�EHOLHYH�WKLV�DUFKLWHFWXUH��GHVLJQHG�
WR�VXSSRUW�NH\�LQLWLDWLYHV�VXFK�DV�,7�
FRQVXPHUL]DWLRQ�DQG�FORXG�FRPSXWLQJ��
UHSUHVHQWV�D�QRYHO�DSSURDFK�WR�HQWHUSULVH�
VHFXULW\��,W�SURYLGHV�PRUH�IOH[LEOH��G\QDPLF��
DQG�JUDQXODU�VHFXULW\�FRQWUROV�WKDQ�WUDGLWLRQDO�
HQWHUSULVH�VHFXULW\�PRGHOV��)RU�H[DPSOH��
WKH�DUFKLWHFWXUH�LV�GHVLJQHG�WR�G\QDPLFDOO\�
DGMXVW�D�XVHU·V�DFFHVV�SULYLOHJHV�DV�WKH�OHYHO�
RI�ULVN�FKDQJHV��GHSHQGLQJ�RQ�IDFWRUV�VXFK�DV�
ORFDWLRQ�DQG�WKH�W\SH�RI�GHYLFH�XVHG³VXFK�DV�
D�WUXVWHG�PRELOH�EXVLQHVV�3&�RU�DQ�XQWUXVWHG�
SHUVRQDO�VPDUWSKRQH��7KH�DUFKLWHFWXUH�DOVR�
IRFXVHV�KHDYLO\�RQ�VXUYLYDELOLW\��EDVHG�RQ�WKH�
DVVXPSWLRQ�WKDW�FRPSURPLVH�LV�LQHYLWDEOH��

7KH�QHZ�DUFKLWHFWXUH�LV�EDVHG�RQ�IRXU�SLOODUV�

�� 7UXVW�FDOFXODWLRQ��7KLV�FDOFXODWLRQ�
G\QDPLFDOO\�GHWHUPLQHV�ZKHWKHU�D�XVHU�
VKRXOG�EH�JUDQWHG�DFFHVV�WR�VSHFLILF�
UHVRXUFHV�DQG�WKH�W\SH�RI�DFFHVV�WKDW�ZLOO�
EH�SURYLGHG��,W�LV�EDVHG�RQ�IDFWRUV�VXFK�
DV�WKH�XVHU·V�FOLHQW�GHYLFH�DQG�ORFDWLRQ��
WKH�W\SH�RI�UHVRXUFHV�UHTXHVWHG��DQG�WKH�
VHFXULW\�FRQWUROV�WKDW�DUH�DYDLODEOH����

�� 6HFXULW\�]RQHV��2XU�HQYLURQPHQW�LV�
GLYLGHG�LQWR�]RQHV��UDQJLQJ�IURP�WUXVWHG�
]RQHV�FRQWDLQLQJ�FULWLFDO�GDWD��ZLWK�WLJKWO\�
FRQWUROOHG�DFFHVV��WR�XQWUXVWHG�]RQHV�

FRQWDLQLQJ�OHVV�YDOXDEOH�GDWD�DQG�DOORZLQJ�
EURDGHU�DFFHVV��&RPPXQLFDWLRQ�EHWZHHQ�
]RQHV�LV�FRQWUROOHG�DQG�PRQLWRUHG��LI�RQH�
]RQH�LV�FRPSURPLVHG��WKLV�SUHYHQWV�WKH�
SUREOHP�IURP�VSUHDGLQJ�WR�RWKHU�]RQHV��

�� %DODQFHG�FRQWUROV��7R�LQFUHDVH�IOH[LELOLW\�
DQG�WKH�DELOLW\�WR�UHFRYHU�IURP�D�VXFFHVVIXO�
DWWDFN��WKH�PRGHO�HPSKDVL]HV�WKH�QHHG�
IRU�D�EDODQFH�RI�GHWHFWLYH�DQG�FRUUHFWLYH�
FRQWUROV�LQ�DGGLWLRQ�WR�SUHYHQWDWLYH�FRQWUROV�
VXFK�DV�ILUHZDOOV��

�� 8VHU�DQG�GDWD�SHULPHWHUV��5HFRJQL]LQJ�
WKDW�SURWHFWLQJ�WKH�HQWHUSULVH�QHWZRUN�
ERXQGDU\�LV�QR�ORQJHU�DGHTXDWH��ZH�QHHG�WR�
WUHDW�XVHUV�DQG�GDWD�DV�DGGLWLRQDO�VHFXULW\�
SHULPHWHUV�DQG�SURWHFW�WKHP�DFFRUGLQJO\���

1RW�DOO�RI�WKH�VHFXULW\�WHFKQRORJLHV�UHTXLUHG�
IRU�IXOO�LPSOHPHQWDWLRQ�RI�WKLV�PRGHO�
H[LVW�WRGD\��ZH�DUH�DFWLYHO\�HQFRXUDJLQJ�
GHYHORSPHQW�RI�WHFKQRORJ\�WR�VXSSRUW�
FDSDELOLWLHV�VXFK�DV�WKH�WUXVW�FDOFXODWLRQ��

:H�KDYH�EHJXQ�LPSOHPHQWLQJ�WKLV�DUFKLWHFWXUH�
DQG�SODQ�WR�GULYH�DGRSWLRQ�DFURVV�,QWHO�RYHU�
DSSUR[LPDWHO\�ILYH�\HDUV��8VH�RI�WKLV�DSSURDFK�
KDV�DOUHDG\�GHOLYHUHG�UHVXOWV�E\�KHOSLQJ�XV�
GHOLYHU�LQQRYDWLYH�VROXWLRQV�WR�FKDOOHQJLQJ�XVH�
FDVHV�ZKLOH�DFWXDOO\�UHGXFLQJ�ULVN��
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7DUXQ�9LVZDQDWKDQ��
6HFXULW\�$UFKLWHFW��,QWHO�,7�
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7R�HQDEOH�UDSLG�DGRSWLRQ�RI�QHZ�WHFKQRORJLHV�DQG�XVDJH�PRGHOV³DQG�SURYLGH�

SURWHFWLRQ�LQ�DQ�HYROYLQJ�WKUHDW�ODQGVFDSH³,QWHO�,7�KDV�HPEDUNHG�RQ�D�UDGLFDO�

ILYH�\HDU�UHGHVLJQ�RI�,QWHO·V�LQIRUPDWLRQ�VHFXULW\�DUFKLWHFWXUH��
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7KH�1HHG�IRU�D��
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8VHUV�DQG�'DWD���
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,7#,17(/�
7KH�,7#,QWHO�SURJUDP�FRQQHFWV�,7�
SURIHVVLRQDOV�DURXQG�WKH�ZRUOG�ZLWK�WKHLU�
SHHUV�LQVLGH�RXU�RUJDQL]DWLRQ�²�VKDULQJ�
OHVVRQV�OHDUQHG��PHWKRGV�DQG�VWUDWHJLHV���
2XU�JRDO�LV�VLPSOH���6KDUH�,QWHO�,7�EHVW�
SUDFWLFHV�WKDW�FUHDWH�EXVLQHVV�YDOXH�DQG�
PDNH�,7�D�FRPSHWLWLYH�DGYDQWDJH��9LVLW�
XV�WRGD\�DW�ZZZ�LQWHO�FRP�,7�RU�FRQWDFW�
\RXU�ORFDO�,QWHO�UHSUHVHQWDWLYH�LI�\RX·G�
OLNH�WR�OHDUQ�PRUH�

%86,1(66�&+$//(1*(
,QWHO·V�HQWHUSULVH�VHFXULW\�UHTXLUHPHQWV�
DUH�FKDQJLQJ³DQG�H[SDQGLQJ³UDSLGO\��
7KLV�LV�GXH�WR�WKH�DGRSWLRQ�RI�QHZ�
XVDJH�PRGHOV�VXFK�DV�FORXG�FRPSXWLQJ�
DQG�WKH�FRQVXPHUL]DWLRQ�RI�,7��DV�ZHOO�DV�
WKH�UDSLGO\�HYROYLQJ�WKUHDW�ODQGVFDSH��

,QWHO·V�ULVN�SURILOH�LV�VKRZQ�LQ�)LJXUH����.H\�
WUHQGV�LQFOXGH��

&RQVXPHUL]DWLRQ�RI�,7
0DQ\�RI�,QWHO·V�KLJKO\�PRELOH�HPSOR\HHV�ZDQW�
WR�XVH�WKHLU�RZQ�FRQVXPHU�GHYLFHV��VXFK�
DV�VPDUWSKRQHV��IRU�ZRUN��7KLV�LQFUHDVHV�
SURGXFWLYLW\�E\�HQDEOLQJ�HPSOR\HHV�WR�
FROODERUDWH�DQG�DFFHVV�LQIRUPDWLRQ�IURP�
DQ\ZKHUH��DW�DQ\�WLPH��7R�VXSSRUW�WKLV��ZH�
DOUHDG\�SURYLGH�OLPLWHG�DFFHVV�WR�FRUSRUDWH�
GDWD��VXFK�DV�H�PDLO��IURP�HPSOR\HH�RZQHG�
VPDUWSKRQHV�DQG�WDEOHWV����

$V�WKLV�WUHQG�JURZV��ZH�ZLOO�QHHG�WR�SURYLGH�
HPSOR\HHV�ZLWK�D�OHYHO�RI�DFFHVV�WR�,QWHO�
UHVRXUFHV�IURP�DQ�H[SDQGLQJ�FRQWLQXXP�RI�
FOLHQW�GHYLFHV��VRPH�RI�ZKLFK�KDYH�PXFK�ZHDNHU�
VHFXULW\�FRQWUROV�WKDQ�PRELOH�EXVLQHVV�3&V��

:H�QHHG�D�VHFXULW\�DUFKLWHFWXUH�WKDW�HQDEOHV�
XV�WR�PRUH�TXLFNO\�VXSSRUW�QHZ�GHYLFHV�DQG�
SURYLGH�DFFHVV�WR�D�JUHDWHU�UDQJH�RI�DSSOLFDWLRQV�

����́0DLQWDLQLQJ�,QIRUPDWLRQ�6HFXULW\�ZKLOH�$OORZLQJ�3HUVRQDO��
�+DQG�+HOG�'HYLFHV�LQ�WKH�(QWHUSULVH�µ�,QWHO�&RUSRUDWLRQ���
�1RYHPEHU������

DQG�GDWD��ZLWKRXW�LQFUHDVLQJ�ULVN�WR�,QWHO��:H�
QHHG�WR�EH�DEOH�WR�G\QDPLFDOO\�DGMXVW�WKH�OHYHOV�
RI�DFFHVV�ZH�SURYLGH�DQG�WKH�PRQLWRULQJ�ZH�
SHUIRUP��GHSHQGLQJ�RQ�WKH�VHFXULW\�FRQWUROV�
RI�WKH�FOLHQW�GHYLFH��)RU�H[DPSOH��DQ�HPSOR\HH�
VKRXOG�KDYH�PRUH�OLPLWHG�DFFHVV�WR�YDOXDEOH�
HQWHUSULVH�UHVRXUFHV�ZKHQ�XVLQJ�D�OHVV�VHFXUH�
GHYLFH�VXFK�DV�D�VPDUWSKRQH�WKDQ�ZKHQ�XVLQJ�
D�VHFXUH��PDQDJHG�3&���

1HZ�%XVLQHVV�1HHGV
,QWHO�LV�H[SDQGLQJ�LQWR�QHZ�PDUNHWV�WKURXJK�
ERWK�RUJDQLF�JURZWK�DQG�DFTXLVLWLRQV��DQG�LV�
DOVR�GHYHORSLQJ�V\VWHPV�IRU�RQOLQH�FROODERUDWLRQ�
ZLWK�EXVLQHVV�SDUWQHUV��$V�D�UHVXOW��ZH�QHHG�
WR�SURYLGH�DFFHVV�WR�D�EURDGHU�UDQJH�RI�XVHUV��
PDQ\�RI�ZKRP�DUH�QRW�,QWHO�HPSOR\HHV��

7R�VXSSRUW�DQG�IXHO�WKLV�JURZWK��ZH�DUH�
LPSOHPHQWLQJ�QHZ�V\VWHPV��VXFK�DV�DQ�
RQOLQH�VDOHV�SRUWDO��WKDW�H[SRVH�,QWHO�GDWD�WR�
QHZ�FXVWRPHUV��:H�DOVR�QHHG�WR�EH�DEOH�WR�
VPRRWKO\�LQWHJUDWH�DFTXLUHG�FRPSDQLHV�DQG�
SURYLGH�WKHP�ZLWK�DFFHVV�WR�WKH�UHVRXUFHV�
WKH\�QHHG��,Q�JHQHUDO��ZH�QHHG�WR�TXLFNO\�
HQDEOH�DFFHVV�E\�QHZ�XVHUV�ZKLOH�PLQLPL]LQJ�
ULVN�DQG�SURYLGLQJ�VHOHFWLYH��FRQWUROOHG�DFFHVV�
RQO\�WR�WKH�UHVRXUFHV�WKH\�QHHG��

&ORXG�&RPSXWLQJ
,QWHO�,7�LV�LPSOHPHQWLQJ�D�SULYDWH�FORXG�EDVHG�
RQ�YLUWXDOL]HG�LQIUDVWUXFWXUH��DQG�ZH�DUH�DOVR�
H[SORULQJ�WKH�XVH�RI�H[WHUQDO�FORXG�VHUYLFHV�
IRU�QRQ�FULWLFDO�DSSOLFDWLRQV��,Q�WKHVH�FORXG�

,7�&RQVXPHUL]DWLRQ�
DQG�

0RELOH�,QWHUQHW

([WHUQDO
&ROODERUDWLRQ

0HUJHUV�DQG
$FTXLVLWLRQV

,QWHO�&RUSRUDWH�
5LVN�3URÀOH

&ORXG�&RPSXWLQJ 1HZ�6HUYLFHV

)LJXUH����(YROYLQJ�VHFXULW\�UHTXLUHPHQWV�GULYH�WKH�QHHG�IRU�D�QHZ�VHFXULW\�DUFKLWHFWXUH��
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�� 5HWKLQNLQJ�,QIRUPDWLRQ�6HFXULW\�WR�,PSURYH�%XVLQHVV�$JLOLW\� ,7#,QWHO�:KLWH�3DSHU

HQYLURQPHQWV��V\VWHPV�DQG�WKHLU�GDWD�DUH�
YLUWXDOL]HG�DQG�PD\�PLJUDWH�G\QDPLFDOO\�WR�
GLIIHUHQW�SK\VLFDO�RU�ORJLFDO�QHWZRUN�ORFDWLRQV��
7KLV�PDNHV�LW�GLIILFXOW�WR�HIIHFWLYHO\�UHVWULFW�
DFFHVV�XVLQJ�WUDGLWLRQDO�VHFXULW\�FRQWUROV�VXFK�
DV�ILUHZDOOV��ZKLFK�DVVXPH�WKDW�WKH�ORFDWLRQV�RI�
V\VWHPV�DQG�WKH�GDWD�WKH\�FRQWDLQ�DUH�VWDWLF��
:H�QHHG�PXFK�PRUH�JUDQXODU�DQG�G\QDPLF�
FRQWUROV�WKDW�DUH�OLQNHG�WR�WKH�UHVRXUFHV�
WKHPVHOYHV�UDWKHU�WKDQ�MXVW�WKHLU�QHWZRUN�
ORFDWLRQ��:H�DOVR�QHHG�VHFXULW\�WHFKQRORJ\�WKDW�
SURYLGHV�EHWWHU�SODWIRUP�SURWHFWLRQ�DQG�EHWWHU�
SURWHFWLRQ�RI�GDWD�ERWK�LQ�IOLJKW�DQG�DW�UHVW��
DQG�ZH�DUH�HYDOXDWLQJ�QHZ�,QWHO��EDVHG�VHUYHU�
WHFKQRORJ\�WKDW�SURYLGHV�WKLV���

&KDQJLQJ�7KUHDW�/DQGVFDSH�
7KH�WKUHDW�ODQGVFDSH�LV�HYROYLQJ�UDSLGO\��
,QFUHDVLQJO\��DWWDFNHUV�DUH�WDNLQJ�D�VWHDOWK\�
DSSURDFK��FUHDWLQJ�PDOZDUH�WKDW�TXLHWO\�JDLQV�
DFFHVV�DQG�DWWHPSWV�WR�UHPDLQ�XQGHWHFWHG�
LQ�RUGHU�WR�PDLQWDLQ�DFFHVV�RYHU�WLPH��$V�WKH�
QXPEHU�RI�WKUHDWV�LQFUHDVHV�DQG�QHZ�W\SHV�
RI�PDOZDUH�HPHUJH��ZH�QHHG�WR�DVVXPH�WKDW�
FRPSURPLVH�LV�LQHYLWDEOH��

7UDGLWLRQDO�HQWHUSULVH�VHFXULW\�DUFKLWHFWXUHV�
KDYH�UHOLHG�ODUJHO\�RQ�SUHYHQWDWLYH�FRQWUROV�
VXFK�DV�ILUHZDOOV�ORFDWHG�DW�WKH�QHWZRUN�
SHULPHWHU��+RZHYHU��RXU�SULPDU\�IRFXV�KDV�
VKLIWHG�WR�SURYLGLQJ�FRQWUROOHG�DFFHVV�WR�D�
EURDGHU�UDQJH�RI�XVHUV�DQG�GHYLFHV��UDWKHU�
WKDQ�VLPSO\�SUHYHQWLQJ�DFFHVV��,Q�DGGLWLRQ��WKH�
FRQWLQXDOO\�FKDQJLQJ�WKUHDW�ODQGVFDSH�PDNHV�
LW�QHFHVVDU\�WR�DVVXPH�WKDW�FRPSURPLVH�ZLOO�
RFFXU��2QFH�DQ�DWWDFNHU�KDV�JDLQHG�DFFHVV�WR�
WKH�HQYLURQPHQW��WKH�SUHYHQWDWLYH�FRQWUROV�WKH\�
KDYH�E\SDVVHG�DUH�ZRUWKOHVV��$OWKRXJK�WKHVH�
SHULPHWHU�FRQWUROV�ZLOO�FRQWLQXH�WR�KDYH�VRPH�
YDOXH��ZH�QHHG�WR�HPSKDVL]H�WRROV�WKDW�LQFUHDVH�
WKH�DELOLW\�WR�VXUYLYH�DQG�UHFRYHU�RQFH�DWWDFNHUV�
KDYH�JDLQHG�DFFHVV�WR�WKH�HQYLURQPHQW���

7KH�1HHG�IRU�D��
1HZ�$UFKLWHFWXUH�
:H�UHDOL]HG�WKDW�DV�VHFXULW\�UHTXLUHPHQWV�
FRQWLQXH�WR�HYROYH�DQG�H[SDQG��WUDGLWLRQDO�
HQWHUSULVH�VHFXULW\�VWUDWHJLHV�ZRXOG�QR�
ORQJHU�EH�DGHTXDWH��:H�QHHG�D�PRUH�IOH[LEOH�
DQG�G\QDPLF�DUFKLWHFWXUH�WR�HQDEOH�IDVWHU�

DGRSWLRQ�RI�QHZ�GHYLFHV��XVH�PRGHOV��DQG�
FDSDELOLWLHV��SURYLGH�VHFXULW\�DFURVV�DQ�
LQFUHDVLQJO\�FRPSOH[�HQYLURQPHQW��DQG�DGDSW�
WR�D�FKDQJLQJ�WKUHDW�ODQGVFDSH��

$FFRUGLQJO\��ZH�IRUPHG�D�WHDP��ZKLFK�LQFOXGHG�
PHPEHUV�IURP�DFURVV�,QWHO�,7��WR�GHYLVH�D�
IUHVK�DSSURDFK�WR�HQWHUSULVH�VHFXULW\��GHVLJQ�
DQ�DUFKLWHFWXUH�IURP�VFUDWFK�WR�VXSSRUW�QHZ�
UHTXLUHPHQWV��DQG�WKHQ�GHWHUPLQH�KRZ�WR�
LPSOHPHQW�WKLV�QHZ�DUFKLWHFWXUH�DFURVV�RXU�
H[LVWLQJ�,7�HQYLURQPHQW���

6(&85,7<�$5&+,7(&785(
7KH�WHDP�GHYHORSHG�D�UDGLFDO�ILYH�\HDU�
UHGHVLJQ�RI�,QWHO·V�VHFXULW\�DUFKLWHFWXUH��
:H�EHOLHYH�RXU�SODQ�UHSUHVHQWV�D�QRYHO�
DSSURDFK�WR�HQWHUSULVH�VHFXULW\��

2XU�JRDO�ZDV�WR�GHYHORS�DQ�DUFKLWHFWXUH�
WKDW�HQDEOHV�JUHDWHU�IOH[LELOLW\�DQG�HPSOR\HH�
SURGXFWLYLW\�ZKLOH�VXSSRUWLQJ�QHZ�EXVLQHVV�
UHTXLUHPHQWV�DQG�WHFKQRORJ\�WUHQGV��LQFOXGLQJ�
,7�FRQVXPHUL]DWLRQ��FORXG�FRPSXWLQJ��DQG�
DFFHVV�E\�D�EURDGHU�UDQJH�RI�XVHUV��$W�WKH�
VDPH�WLPH��WKH�DUFKLWHFWXUH�LV�GHVLJQHG�
WR�UHGXFH�RXU�DWWDFN�VXUIDFH�DQG�LPSURYH�
VXUYLYDELOLW\³HYHQ�DV�WKH�WKUHDW�ODQGVFDSH�
JURZV�LQ�FRPSOH[LW\�DQG�PDOLFLRXVQHVV��

:H�KDYH�VHW�D�ILYH�\HDU�WLPHOLQH�IRU�DGRSWLRQ�
EHFDXVH�LPSOHPHQWDWLRQ�UHTXLUHV�H[WHQVLYH�
HIIRUW�DFURVV�,QWHO�,7��DQG�EHFDXVH�QRW�DOO�RI�
WKH�UHTXLUHG�WHFKQRORJLHV�H[LVW�WRGD\��

7KH�DUFKLWHFWXUH�PRYHV�DZD\�IURP�WKH�
WUDGLWLRQDO�HQWHUSULVH�WUXVW�PRGHO��ZKLFK�LV�
ELQDU\�DQG�VWDWLF��:LWK�WKLV�WUDGLWLRQDO�PRGHO��
D�XVHU�LV�LQ�JHQHUDO�HLWKHU�JUDQWHG�RU�GHQLHG�
DFFHVV�WR�DOO�UHVRXUFHV��RQFH�JUDQWHG��WKH�
OHYHO�RI�DFFHVV�UHPDLQV�FRQVWDQW��7KH�QHZ�
DUFKLWHFWXUH�UHSODFHV�WKLV�ZLWK�D�G\QDPLF��
PXOWL�WLHUHG�WUXVW�PRGHO�WKDW�H[HUFLVHV�PRUH�
ILQH�JUDLQHG�FRQWURO�RYHU�DFFHVV�WR�VSHFLILF�
UHVRXUFHV��7KLV�PHDQV�WKDW�IRU�DQ�LQGLYLGXDO�
XVHU��WKH�OHYHO�RI�DFFHVV�SURYLGHG�PD\�YDU\�
G\QDPLFDOO\�RYHU�WLPH��GHSHQGLQJ�RQ�D�YDULHW\�
RI�IDFWRUV³VXFK�DV�ZKHWKHU�WKH�XVHU�LV�
DFFHVVLQJ�WKH�QHWZRUN�IURP�D�WUXVWHG�PDQDJHG�
3&�RU�DQ�XQPDQDJHG�SHUVRQDO�VPDUWSKRQH�

)LYH�,UUHIXWDEOH�
/DZV�RI�,QIRUPDWLRQ�
6HFXULW\�
2XU�QHZ�PRGHO�DVVXPHV�WKDW�
FRPSURPLVH�LV�LQHYLWDEOH��WKHUHIRUH��
WKH�DELOLW\�WR�VXUYLYH�DQG�UHFRYHU�
IURP�FRPSURPLVH�LV�NH\��7KHVH�
ILYH�ODZV�RI�LQIRUPDWLRQ�VHFXULW\��
GHYLVHG�E\�0DOFROP�+DUNLQV��,QWHO�
&KLHI�,QIRUPDWLRQ�6HFXULW\�2IILFHU�
DQG�*HQHUDO�0DQDJHU��,QIRUPDWLRQ�
5LVN�DQG�6HFXULW\��H[SODLQ�ZK\�
FRPSURPLVH�LV�ERXQG�WR�RFFXU���

��� ,QIRUPDWLRQ�ZDQWV�WR�EH�IUHH��
3HRSOH�ZDQW�WR�WDON��SRVW��DQG�
VKDUH�LQIRUPDWLRQ³DQG�WKH\�
LQFUHDVH�ULVN�E\�GRLQJ�VR��

��� &RGH�ZDQWV�WR�EH�ZURQJ��:H�
ZLOO�QHYHU�KDYH�����SHUFHQW�
HUURU�IUHH�VRIWZDUH��

��� 6HUYLFHV�ZDQW�WR�EH�RQ��6RPH�
EDFNJURXQG�SURFHVVHV�DOZD\V�
QHHG�WR�EH�UXQQLQJ�DQG�FDQ�EH�
H[SORLWHG�E\�DWWDFNHUV��

��� 8VHUV�ZDQW�WR�FOLFN��3HRSOH�
QDWXUDOO\�WHQG�WR�FOLFN�ZKHQ�
WKH\�VHH�ZHE�OLQNV��EXWWRQV��RU�
SURPSWV��0DOZDUH�FUHDWRUV�NQRZ�
WKLV�DQG�WDNH�DGYDQWDJH�RI�LW��

��� (YHQ�D�VHFXULW\�IHDWXUH�FDQ�
EH�XVHG�IRU�KDUP��6HFXULW\�
WRROV�FDQ�EH�H[SORLWHG�E\�
DWWDFNHUV��MXVW�OLNH�RWKHU�
VRIWZDUH��7KLV�PHDQV�WKDW�ODZV�
������DQG���DUH�DOVR�WUXH�IRU�
VHFXULW\�FDSDELOLWLHV��
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7KH�DUFKLWHFWXUH�LV�EDVHG�RQ�IRXU�SLOODUV��

7UXVW�FDOFXODWLRQ��7KLV�XQLTXH�HOHPHQW�
RI�WKH�DUFKLWHFWXUH�LV�XVHG�WR�G\QDPLFDOO\�
GHWHUPLQH�ZKHWKHU�D�XVHU�VKRXOG�EH�JUDQWHG�
DFFHVV�WR�VSHFLILF�UHVRXUFHV�DQG��LI�VR��ZKDW�
W\SH�RI�DFFHVV�VKRXOG�EH�JUDQWHG��7KH�
FDOFXODWLRQ�LV�EDVHG�RQ�IDFWRUV�VXFK�DV�WKH�
XVHU·V�FOLHQW�GHYLFH�DQG�ORFDWLRQ��WKH�W\SH�
RI�UHVRXUFHV�UHTXHVWHG��DQG�WKH�VHFXULW\�
FRQWUROV�WKDW�DUH�DYDLODEOH�����

6HFXULW\�]RQHV��7KH�HQYLURQPHQW�LV�GLYLGHG�
LQWR�PXOWLSOH�VHFXULW\�]RQHV��7KHVH�UDQJH�
IURP�WUXVWHG�]RQHV�FRQWDLQLQJ�FULWLFDO�GDWD��
ZLWK�WLJKWO\�FRQWUROOHG�DFFHVV��WR�XQWUXVWHG�
]RQHV�FRQWDLQLQJ�OHVV�YDOXDEOH�GDWD�DQG�
DOORZLQJ�EURDGHU�DFFHVV��&RPPXQLFDWLRQ�
EHWZHHQ�]RQHV�LV�FRQWUROOHG�DQG�PRQLWRUHG��
WKLV�KHOSV�HQVXUH�XVHUV�FDQ�RQO\�DFFHVV�
WKH�UHVRXUFHV�IRU�ZKLFK�WKH\�KDYH�EHHQ�
DXWKRUL]HG�DQG�SUHYHQWV�FRPSURPLVHV�IURP�
VSUHDGLQJ�DFURVV�PXOWLSOH�]RQHV��

%DODQFHG�FRQWUROV��7R�LQFUHDVH�IOH[LELOLW\�DQG�
WKH�DELOLW\�WR�UHFRYHU�IURP�D�VXFFHVVIXO�DWWDFN��
WKH�PRGHO�HPSKDVL]HV�WKH�QHHG�IRU�D�EDODQFH�
RI�GHWHFWLYH�DQG�FRUUHFWLYH�FRQWUROV�LQ�DGGLWLRQ�
WR�SUHYHQWDWLYH�FRQWUROV�VXFK�DV�ILUHZDOOV�

8VHU�DQG�GDWD�SHULPHWHUV��5HFRJQL]LQJ�WKDW�
SURWHFWLQJ�WKH�HQWHUSULVH�QHWZRUN�ERXQGDU\�
LV�QR�ORQJHU�DGHTXDWH��ZH�QHHG�WR�WUHDW�XVHUV�
DQG�GDWD�DV�DGGLWLRQDO�VHFXULW\�SHULPHWHUV�
DQG�SURWHFW�WKHP�DFFRUGLQJO\���

7KH�IRXU�SLOODUV�DUH�GHVFULEHG�LQ�PRUH�GHWDLO�EHORZ��

7UXVW�&DOFXODWLRQ
7KH�WUXVW�FDOFXODWLRQ�SOD\V�DQ�HVVHQWLDO�UROH�
LQ�SURYLGLQJ�WKH�IOH[LELOLW\�UHTXLUHG�WR�VXSSRUW�
D�UDSLGO\�H[SDQGLQJ�QXPEHU�RI�GHYLFHV�DQG�
XVDJH�PRGHOV��

7KH�FDOFXODWLRQ�HQDEOHV�XV�WR�G\QDPLFDOO\�
DGMXVW�WKH�OHYHO�RI�DFFHVV�SURYLGHG�DV�ZHOO�DV�
WKH�OHYHO�RI�PRQLWRULQJ�SHUIRUPHG��GHSHQGLQJ�
RQ�IDFWRUV�VXFK�DV�WKH�XVHU·V�FXUUHQW�FOLHQW�
GHYLFH�DQG�WKH�QHWZRUN�WKH\�DUH�XVLQJ���

,W�FDOFXODWHV�WUXVW�LQ�WKH�LQWHUDFWLRQ�EHWZHHQ�
WKH�UHTXHVWRU��VRXUFH��DQG�WKH�LQIRUPDWLRQ�
UHTXHVWHG��GHVWLQDWLRQ���7KH�FDOFXODWLRQ�
FRQVLVWV�RI�D�VRXUFH�VFRUH�DQG�D�GHVWLQDWLRQ�
VFRUH��DQG�DOVR�WDNHV�LQWR�DFFRXQW�WKH�
FRQWUROV�DYDLODEOH�WR�PLWLJDWH�ULVN��$V�VKRZQ�
LQ�)LJXUH����WKH�UHVXOW�RI�WKLV�FDOFXODWLRQ�
GHWHUPLQHV�ZKHWKHU�WKH�XVHU�LV�DOORZHG�
DFFHVV�DQG�WKH�W\SH�RI�DFFHVV�SURYLGHG��

7KH�FDOFXODWLRQ�DOVR�WDNHV�LQWR�DFFRXQW�RXU�
FRQILGHQFH�LQ�HDFK�HOHPHQW�RI�WKH�VFRUHV��WR�
DGGUHVV�WKH�FKDOOHQJH�RI�QRW�DOZD\V�EHLQJ�
DEOH�WR�WUXVW�WKH�GDWD�DW�RXU�GLVSRVDO��

1RW�DOO�RI�WKH�WHFKQRORJ\�UHTXLUHG�IRU�WKH�
WUXVW�FDOFXODWLRQ�H[LVWV�WRGD\��ZH�DUH�DFWLYHO\�
HQFRXUDJLQJ�GHYHORSPHQW�RI�WKLV�WHFKQRORJ\�
ZLWKLQ�WKH�LQIRUPDWLRQ�VHFXULW\�LQGXVWU\��

6285&(�6&25(�

7UXVW�LQ�WKH�VRXUFH��RU�UHTXHVWRU��LV�FDOFXODWHG�
EDVHG�RQ�WKH�IROORZLQJ�IDFWRUV��

:KR��7KH�LGHQWLW\�RI�WKH�XVHU�RU�VHUYLFH�
UHTXHVWLQJ�DFFHVV�DQG�RXU�FRQILGHQFH�OHYHO�
LQ�WKH�DXWKHQWLFDWLRQ�PHFKDQLVP�XVHG³KRZ�
FRQILGHQW�DUH�ZH�WKDW�XVHUV�DUH�ZKR�WKH\�
VD\�WKH\�DUH"�

:KDW��7KH�GHYLFH�W\SH��LWV�FRQWURO�FDSDELOLWLHV�
DQG�RXU�DELOLW\�WR�YDOLGDWH�WKRVH�FRQWUROV��
DQG�WKH�H[WHQW�WR�ZKLFK�,QWHO�,7�PDQDJHV�
WKH�GHYLFH��)RU�H[DPSOH��D�PDQDJHG�PRELOH�
EXVLQHVV�3&�LV�PRUH�WUXVWHG�WKDQ�DQ�
XQPDQDJHG�FRQVXPHU�VPDUWSKRQH��

:KHUH��7KH�XVHU�RU�VHUYLFH·V�ORFDWLRQ��)RU�
H[DPSOH��D�XVHU�ZKR�LV�LQVLGH�WKH�,QWHO�
HQWHUSULVH�QHWZRUN�LV�PRUH�WUXVWHG�WKDQ�
WKH�VDPH�XVHU�FRQQHFWLQJ�WKURXJK�D�
SXEOLF�QHWZRUN��7KHUH�PD\�DOVR�EH�RWKHU�
FRQVLGHUDWLRQV��VXFK�DV�WKH�JHRJUDSKLFDO�
UHJLRQ�ZKHUH�WKH�XVHU�LV�ORFDWHG���

'(67,1$7,21�6&25(�

7KLV�LV�FDOFXODWHG�EDVHG�RQ�WKH�VDPH�WKUHH�
IDFWRUV��EXW�WKHVH�DUH�FRQVLGHUHG�IURP�
WKH�SHUVSHFWLYH�RI�WKH�GHVWLQDWLRQ³WKH�
LQIRUPDWLRQ�WKH�VRXUFH�LV�WU\LQJ�WR�DFFHVV�

:KR��7KH�DSSOLFDWLRQ�WKDW�VWRUHV�WKH�
UHTXHVWHG�GDWD��6RPH�DSSOLFDWLRQV�FDQ�
HQIRUFH�JUHDWHU�FRQWUROV��VXFK�DV�HQWHUSULVH�
ULJKWV�PDQDJHPHQW��(50���DQG�WKHUHIRUH�
SURYLGH�D�KLJKHU�OHYHO�RI�WUXVW��

:KDW��7KH�VHQVLWLYLW\�RI�WKH�LQIRUPDWLRQ�EHLQJ�
UHTXHVWHG�DQG�RWKHU�FRQVLGHUDWLRQV�VXFK�DV�
RXU�DELOLW\�WR�UHFRYHU�LW�LI�FRPSURPLVH�RFFXUV���

:KHUH��7KH�VHFXULW\�]RQH�LQ�ZKLFK�WKH�
GDWD�UHVLGHV���

+ +

8VHU�LGHQWLW\
:KR�DUH�\RX"

'HYLFH�DQG�IHDWXUH�VHW
:KDW�GR�\RX�KDYH"

3K\VLFDO�ORFDWLRQ
:KHUH�DUH�\RX"

$SSOLFDWLRQ
:KR�DUH�\RX"

'DWD�FODVVLÀFDWLRQ
:KDW�GR�\RX�ZDQW"

'DWD�ORFDWLRQ
:KHUH�LV�WKH�GDWD"

'HVWLQDWLRQ�7UXVW�&DOFXODWLRQ

6RXUFH�7UXVW�&DOFXODWLRQ

+

+

=

+

/HYHO�RI�$FFHVV

'HQ\�
$FFHVV

$OORZ�
$FFHVV

$OORZ�$FFHVV�ZLWK�
/LPLWDWLRQV�RU�0LWLJDWLRQ

)LJXUH����7KH�WUXVW�FDOFXODWLRQ�WDNHV�LQWR�DFFRXQW�ZKR��ZKDW��DQG�ZKHUH�IRU�ERWK�VRXUFH�DQG�GHVWLQDWLRQ�
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$9$,/$%/(�&21752/6

7KH�WUXVW�FDOFXODWLRQ�DOVR�WDNHV�LQWR�DFFRXQW�
WKH�VHFXULW\�FRQWUROV�DYDLODEOH�IRU�WKH�]RQH��
,I�WKH�RQO\�FRQWUROV�DYDLODEOH�DUH�FRQWUROV�WKDW�
VLPSO\�EORFN�RU�DOORZ�DFFHVV��ZH�PLJKW�GHQ\�
DFFHVV�GXH�WR�ODFN�RI�RWKHU�RSWLRQV��+RZHYHU��
LI�ZH�KDYH�H[WHQVLYH�SUHYHQWDWLYH�FRQWUROV�
ZLWK�KLJKO\�JUDQXODU�OHYHOV�RI�DFFHVV��GHWDLOHG�
ORJV��DQG�KLJKO\�WXQHG�GHWHFWLYH�FRQWUROV³DV�
ZHOO�DV�WKH�DELOLW\�WR�UHFRYHU�IURP�RU�FRUUHFW�
SUREOHPV³WKHQ�ZH�FDQ�DOORZ�DFFHVV�ZLWKRXW�
FUHDWLQJ�DGGLWLRQDO�ULVN�

&$/&8/$7,1*�75867�

7KH�WUXVW�FDOFXODWLRQ�DGGV�WKH�VRXUFH�VFRUH�DQG�
WKH�GHVWLQDWLRQ�VFRUH�WR�DUULYH�DW�DQ�LQLWLDO�WUXVW�
OHYHO��7KH�DYDLODEOH�FRQWUROV�DUH�WKHQ�FRQVLGHUHG�
WR�PDNH�D�ILQDO�GHFLVLRQ�DERXW�ZKHWKHU�DFFHVV�
LV�DOORZHG�DQG��LI�VR��KRZ��7KLV�FDOFXODWLRQ�LV�
SHUIRUPHG�E\�D�SROLF\�GHFLVLRQ�SRLQW��3'3���D�
ORJLFDO�HQWLW\�WKDW�LV�SDUW�RI�WKH�DXWKHQWLFDWLRQ�
LQIUDVWUXFWXUH�DQG�PDNHV�DFFHVV�FRQWURO�
GHFLVLRQV�EDVHG�RQ�D�VHW�RI�SROLFLHV��

%DVHG�RQ�WKH�UHVXOWV�RI�WKLV�FDOFXODWLRQ��WKH�
3'3�PD\�PDNH�RI�WKH�IROORZLQJ�GHFLVLRQV�

�� $OORZ�DFFHVV�

�� 'HQ\�DFFHVV�

�� $OORZ�DFFHVV�ZLWK�OLPLWDWLRQV�RU�PLWLJDWLRQ���

7KH�WUXVW�FDOFXODWLRQ�DOORZV�XV�WR�G\QDPLFDOO\�
DSSO\�JUDQXODU�FRQWURO�RYHU�DFFHVV�WR�VSHFLILF�
,QWHO�UHVRXUFHV��

)RU�H[DPSOH��HPSOR\HHV�XVLQJ�,7�PDQDJHG�
PRELOH�EXVLQHVV�3&V�ZLWK�,QWHO��&RUH��Y3UR��
SURFHVVRUV�DQG�DGGLWLRQDO�KDUGZDUH�IHDWXUHV�
VXFK�DV�D�WUXVWHG�SODWIRUP�PRGXOH��730���D�
FHOOXODU�GDWD�FRPPXQLFDWLRQV�FDUG�ZLWK�JOREDO�
SRVLWLRQLQJ�V\VWHP��*36���DQG�IXOO�GLVN�HQFU\SWLRQ�
ZRXOG�EH�DOORZHG�DFFHVV�WR�PRUH�UHVRXUFHV�
WKDQ�ZKHQ�XVLQJ�WKHLU�SHUVRQDO�VPDUWSKRQHV��,Q�
WXUQ��WKH\�ZRXOG�EH�DOORZHG�PRUH�DFFHVV�ZLWK�
VPDUWSKRQHV�WKDQ�ZKHQ�XVLQJ�SXEOLF�NLRVNV��

(PSOR\HHV�GLUHFWO\�FRQQHFWHG�WR�WKH�,QWHO�
QHWZRUN�ZRXOG�EH�SURYLGHG�ZLWK�JUHDWHU�
DFFHVV�WKDQ�ZKHQ�XVLQJ�D�SXEOLF�QHWZRUN��,I�
ZH�DUH�XQDEOH�WR�YHULI\�WKH�ORFDWLRQ�RI�D�KLJK�
VHFXULW\�GHYLFH�VXFK�DV�D�PDQDJHG�3&��ZH�
ZRXOG�DOORZ�OHVV�DFFHVV��

7KH�WUXVW�FDOFXODWLRQ�DOVR�FDQ�EH�XVHG�WR�
GLIIHUHQWLDWH�EHWZHHQ�VPDUWSKRQH�PRGHOV��ZH�
FRXOG�SURYLGH�GLIIHUHQW�OHYHOV�RI�DFFHVV�EDVHG�
RQ�VPDUWSKRQH�PDQDJHDELOLW\��DXWKHQWLFDWLRQ�
FDSDELOLWLHV��DQG�LQVWDOOHG�DSSOLFDWLRQV��

:H�DQWLFLSDWH�VLWXDWLRQV�LQ�ZKLFK�WKH�WUXVW�
OHYHO�LV�QRW�DGHTXDWH�WR�DOORZ�DQ\�DFFHVV��
EXW�WKHUH�LV�VWLOO�D�EXVLQHVV�UHTXLUHPHQW�WR�
DOORZ�D�FRQQHFWLRQ�RU�WUDQVDFWLRQ�WR�RFFXU��
,Q�WKHVH�FRQGLWLRQV��WKH�UHVXOW�RI�WKH�WUXVW�
FDOFXODWLRQ�FRXOG�EH�D�GHFLVLRQ�WR�DOORZ�
DFFHVV�ZLWK�OLPLWDWLRQV�RU�ZLWK�FRPSHQVDWLQJ�
FRQWUROV�WKDW�PLWLJDWH�WKH�ULVN��)RU�H[DPSOH��
D�XVHU�PLJKW�EH�DOORZHG�UHDG�RQO\�DFFHVV�RU�
PLJKW�EH�SHUPLWWHG�DFFHVV�RQO\�LI�DGGLWLRQDO�
PRQLWRULQJ�FRQWUROV�DUH�LQ�SODFH��2QH�PHWKRG�
PD\�EH�WR�XVH�D�V\VWHP�WKDW�GLVSOD\V�WKH�
UHTXHVWHG�LQIRUPDWLRQ�WR�WKH�XVHU��EXW�GRHV�
QRW�DFWXDOO\�WUDQVPLW�WKH�LQIRUPDWLRQ�WR�WKH�
XVHU·V�GHYLFH��

6HFXULW\�=RQHV
:H�VHJPHQW�WKH�HQYLURQPHQW�LQWR�PXOWLSOH�
VHFXULW\�]RQHV��7KHVH�UDQJH�IURP�XQWUXVWHG�
]RQHV�WKDW�SURYLGH�DFFHVV�WR�OHVV�YDOXDEOH�
GDWD�DQG�OHVV�LPSRUWDQW�V\VWHPV�WR�WUXVWHG�
]RQHV�FRQWDLQLQJ�FULWLFDO�GDWD�DQG�UHVRXUFHV��

%HFDXVH�WKH�]RQHV�UHTXLULQJ�D�KLJKHU�OHYHO�
RI�WUXVW�FRQWDLQ�PRUH�YDOXDEOH�DVVHWV��ZH�
SURWHFW�WKHP�ZLWK�D�JUHDWHU�GHSWK�DQG�UDQJH�
RI�FRQWUROV��DQG�ZH�UHVWULFW�DFFHVV�WR�IHZHU�
W\SHV�RI�GHYLFHV�DQG�DSSOLFDWLRQV��DV�VKRZQ�

LQ�)LJXUH����+RZHYHU��GHYLFHV�DOORZHG�DFFHVV�
WR�KLJKHU�WUXVW�]RQHV�DOVR�KDYH�PRUH�SRZHU³
WKH\�PD\�EH�DEOH�WR�SHUIRUP�DFWLRQV�WKDW�DUH�
QRW�DOORZHG�ZLWKLQ�ORZHU�WUXVW�]RQHV��VXFK�DV�
FUHDWLQJ�RU�PRGLI\LQJ�HQWHUSULVH�GDWD����

$OLJQLQJ�WKH�LQIUDVWUXFWXUH�LQ�WKLV�IDVKLRQ�
SURYLGHV�DQ�H[FHOOHQW�ZD\�WR�ULJKW�VL]H�
VHFXULW\�FRQWUROV�VR�WKDW�VHFXULW\�UHVRXUFHV�
DUH�XWLOL]HG�HIIHFWLYHO\��,W�DOVR�LPSURYHV�WKH�
XVHU�H[SHULHQFH�E\�HQDEOLQJ�HPSOR\HHV�WR�
FKRRVH�IURP�D�ZLGHU�UDQJH�RI�GHYLFHV��VXFK�
DV�VPDUWSKRQHV��IRU�ORZHU�ULVN�DFWLYLWLHV��

$FFHVV�WR�]RQHV�LV�GHWHUPLQHG�E\�WKH�UHVXOWV�
RI�WKH�WUXVW�FDOFXODWLRQ�DQG�LV�FRQWUROOHG�E\�
SROLF\�HQIRUFHPHQW�SRLQWV��3(3V���3(3V�PD\�
LQFOXGH�D�UDQJH�RI�FRQWUROV��LQFOXGLQJ�ILUHZDOOV��
DSSOLFDWLRQ�SUR[LHV��LQWUXVLRQ�GHWHFWLRQ�DQG�
SUHYHQWLRQ�V\VWHPV��DXWKHQWLFDWLRQ�V\VWHPV��
DQG�ORJJLQJ�V\VWHPV���

&RPPXQLFDWLRQ�EHWZHHQ�]RQHV�LV�WLJKWO\�
UHVWULFWHG��PRQLWRUHG��DQG�FRQWUROOHG��:H�
VHSDUDWH�]RQHV�E\�ORFDWLQJ�WKHP�RQ�GLIIHUHQW�
SK\VLFDO�/$1V�RU�YLUWXDO�/$1V��Y/$1V���3(3V�
FRQWURO�FRPPXQLFDWLRQ�EHWZHHQ�]RQHV��7KLV�
PHDQV�WKDW�LI�RQH�]RQH�LV�FRPSURPLVHG��ZH�
FDQ�SUHYHQW�WKH�SUREOHP�IURP�VSUHDGLQJ�
WR�RWKHU�]RQHV�RU�LQFUHDVH�RXU�FKDQFHV�RI�
GHWHFWLRQ�LI�LW�GRHV�VSUHDG��,Q�DGGLWLRQ��ZH�FDQ�
XVH�3(3�FRQWUROV�VXFK�DV�DSSOLFDWLRQ�SUR[LHV�WR�
SURYLGH�GHYLFHV�DQG�DSSOLFDWLRQV�LQ�ORZHU�WUXVW�
]RQHV�ZLWK�OLPLWHG��FRQWUROOHG�DFFHVV�WR�VSHFLILF�
UHVRXUFHV�LQ�KLJKHU�WUXVW�]RQHV�ZKHQ�UHTXLUHG��

9D
OX
H�
RI
�$
VV
HW

3ROLF\�(QIRUFHPHQW�3RLQW��3(3�

7UXVWHG�=RQHV

6HOHFWLYH�=RQHV

8QWUXVWHG�=RQHV
$OORZHG�
'HYLFHV�
$SSOLFDWLRQV�
/RFDWLRQV

'HSWK�DQG�
5DQJH�RI�
&RQWUROV

)LJXUH����$V�WKH�YDOXH�RI�DQ�DVVHW�LQFUHDVHV��WKH�GHSWK�DQG�VSDQ�RI�FRQWUROV�LQFUHDVH��ZKLOH�WKH��
QXPEHU�RI�DOORZHG�GHYLFHV��DSSOLFDWLRQV��DQG�ORFDWLRQV�GHFUHDVH�
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:H�DQWLFLSDWH�WKUHH�SULPDU\�FDWHJRULHV�RI�
VHFXULW\�]RQH��XQWUXVWHG��VHOHFWLYH��DQG�WUXVWHG��
:LWKLQ�WKH�]RQHV��WKHUH�DUH�PXOWLSOH�VXE]RQHV���

8175867('�=21(6

7KHVH�]RQHV�KRVW�GDWD�DQG�VHUYLFHV��RU�WKH�
LQWHUIDFHV�WR�WKHP��WKDW�FDQ�EH�H[SRVHG�
WR�XQWUXVWHG�HQWLWLHV��7KLV�DOORZV�XV�WR�
SURYLGH�ZLGHVSUHDG�DFFHVV�WR�D�OLPLWHG�VHW�RI�
UHVRXUFHV�IURP�QRQ�PDQDJHG�GHYLFHV��VXFK�DV�
VPDUWSKRQHV��ZLWKRXW�LQFUHDVLQJ�WKH�ULVN�WR�
KLJKHU�YDOXH�UHVRXUFHV�ORFDWHG�LQ�RWKHU�]RQHV��
8QWUXVWHG�]RQHV�PLJKW�SURYLGH�OLPLWHG�DFFHVV�
WR�HQWHUSULVH�UHVRXUFHV��VXFK�DV�FRUSRUDWH�
H�PDLO�DQG�FDOHQGDUV��RU�WKH\�PLJKW�VLPSO\�
SURYLGH�,QWHUQHW�DFFHVV���

:H�UHJDUG�WKHVH�]RQHV�DV�´VKDUN�WDQNV�µ�
ZLWK�D�KLJK�ULVN�RI�DWWDFN�DQG�FRPSURPLVH��
$FFRUGLQJO\��ZH�IRFXV�RQ�GHWHFWLYH�DQG�
FRUUHFWLYH�FRQWUROV�WR�PLWLJDWH�WKLV�ULVN��
7KHVH�PLJKW�LQFOXGH�D�KLJK�OHYHO�RI�
PRQLWRULQJ�WR�GHWHFW�VXVSHFW�DFWLYLW\�DQG�
FRUUHFWLRQ�FDSDELOLWLHV�VXFK�DV�QHWZRUN�
EDVHG�V\VWHP�VKXQQLQJ�DQG�G\QDPLF�
UHPRYDO�RI�XVHU�SULYLOHJH��

:H�DQWLFLSDWH�D�QHHG�WR�SURYLGH�FRQWUROOHG�
DFFHVV�IURP�WKHVH�]RQHV�WR�UHVRXUFHV�LQ�
KLJKHU�WUXVW�]RQHV��)RU�H[DPSOH��DQ�HPSOR\HH�
XVLQJ�D�VPDUWSKRQH�PLJKW�EH�DOORZHG�OLPLWHG��
UHDG�RQO\�DFFHVV�WR�FXVWRPHU�GDWD�ORFDWHG�
LQ�D�WUXVWHG�]RQH��RU��WKH�VPDUWSKRQH�PLJKW�
QHHG�DFFHVV�WR�D�GLUHFWRU\�VHUYHU�LQ�D�WUXVWHG�
]RQH�WR�VHQG�H�PDLO��:H�H[SHFW�WR�SURYLGH�
WKLV�FRQWUROOHG�DFFHVV�XVLQJ�DSSOLFDWLRQ�
SUR[LHV��7KHVH�3(3�FRQWUROV�DFW�DV�VHFXUH�
LQWHUPHGLDULHV³HYDOXDWLQJ�WKH�UHTXHVW�IURP�
WKH�GHYLFH��JDWKHULQJ�WKH�LQIRUPDWLRQ�IURP�
WKH�UHVRXUFH�LQ�D�WUXVWHG�]RQH��DQG�SDVVLQJ�LW�
WR�WKH�GHYLFH��

6(/(&7,9(�=21(6

6HOHFWLYH�]RQHV�SURYLGH�PRUH�SURWHFWLRQ�
WKDQ�XQWUXVWHG�]RQHV��([DPSOHV�RI�VHUYLFHV�
LQ�WKHVH�]RQHV�DUH�DSSOLFDWLRQV�DQG�GDWD�
DFFHVVHG�E\�FRQWUDFWRUV��EXVLQHVV�SDUWQHUV��
DQG�HPSOR\HHV��XVLQJ�FOLHQW�GHYLFHV�WKDW�
DUH�PDQDJHG�RU�RWKHUZLVH�SURYLGH�D�OHYHO�RI�
WUXVW��6HOHFWLYH�]RQHV�GR�QRW�FRQWDLQ�FULWLFDO�

GDWD�RU�KLJK�YDOXH�,QWHO�LQWHOOHFWXDO�SURSHUW\��
6HYHUDO�VHOHFWLYH�VXE]RQHV�SURYLGH�DFFHVV�
WR�GLIIHUHQW�VHUYLFHV�RU�XVHUV��$V�ZLWK�
XQWUXVWHG�]RQHV��DSSOLFDWLRQ�SUR[LHV�FDQ�EH�
XVHG�WR�DFFHVV�UHVRXUFHV�LQ�VHOHFWHG�]RQHV�
ZKHQ�QHHGHG��

75867('�=21(6

7UXVWHG�]RQHV�KRVW�,QWHO·V�FULWLFDO�VHUYLFHV��GDWD��
DQG�LQIUDVWUXFWXUH��7KH\�DUH�KLJKO\�VHFXUHG�
DQG�ORFNHG�GRZQ��([DPSOHV�RI�VHUYLFHV�ZLWKLQ�
WKHVH�]RQHV�DUH�DGPLQLVWUDWLYH�DFFHVV�WR�GDWD�
FHQWHU�VHUYHUV�DQG�QHWZRUN�LQIUDVWUXFWXUH��
IDFWRU\�QHWZRUNV�DQG�GHYLFHV��HQWHUSULVH�
UHVRXUFH�SODQQLQJ��(53��DSSOLFDWLRQV��DQG�GHVLJQ�
HQJLQHHULQJ�V\VWHPV�FRQWDLQLQJ�LQWHOOHFWXDO�
SURSHUW\��$FFRUGLQJO\��ZH�PLJKW�RQO\�DOORZ�GLUHFW�
DFFHVV�WR�WKHVH�UHVRXUFHV�IURP�WUXVWHG�V\VWHPV�
ORFDWHG�ZLWKLQ�WKH�HQWHUSULVH�QHWZRUN��DQG�DOO�
DFFHVV�ZRXOG�EH�PRQLWRUHG�FORVHO\�WR�GHWHFW�
DQRPDORXV�EHKDYLRU��

%DODQFHG�&RQWUROV��
2YHU�WKH�SDVW�GHFDGH��HQWHUSULVH�VHFXULW\�KDV�
IRFXVHG�KHDYLO\�RQ�SUHYHQWDWLYH�FRQWUROV�VXFK�
DV�ILUHZDOOV�RU�LQWUXVLRQ�SUHYHQWLRQ�V\VWHPV��
7KLV�DSSURDFK�RIIHUV�FOHDU�EHQHILWV��,W�LV�OHVV�
H[SHQVLYH�WR�SUHYHQW�DQ�DWWDFN�WKDQ�WR�FRUUHFW�
SUREOHPV�DIWHU�RQH�KDV�RFFXUUHG��DQG�LW�LV�
HDV\�WR�VHH�ZKHQ�ILUHZDOOV�KDYH�VXFFHVVIXOO\�
SUHYHQWHG�DQ�DWWHPSWHG�FRPSURPLVH���

+RZHYHU��WKH�QHZ�VHFXULW\�PRGHO�UHTXLUHV�
WKDW�ZH�EDODQFH�SUHYHQWDWLYH�FRQWUROV�ZLWK�
GHWHFWLYH��PRQLWRULQJ��DQG�FRUUHFWLYH�FRQWUROV��
IRU�VHYHUDO�UHDVRQV��

)LUVW��WKH�IRFXV�RI�WKH�QHZ�PRGHO�LV�RQ�
HQDEOLQJ�DQG�FRQWUROOLQJ�DFFHVV�IURP�D�ZLGHU�
UDQJH�RI�XVHUV�DQG�GHYLFHV��UDWKHU�WKDQ�RQ�
SUHYHQWLQJ�DFFHVV��6HFRQG��WKH�FRQWLQXDOO\�
FKDQJLQJ�WKUHDW�ODQGVFDSH�PDNHV�LW�
QHFHVVDU\�WR�DVVXPH�WKDW�FRPSURPLVH�ZLOO�
RFFXU��DOO�SUHYHQWDWLYH�FRQWUROV�ZLOO�HYHQWXDOO\�
IDLO��2QFH�DWWDFNHUV�KDYH�JDLQHG�DFFHVV�WR�WKH�
HQYLURQPHQW��WKH�SUHYHQWDWLYH�FRQWUROV�WKH\�
KDYH�E\SDVVHG�DUH�ZRUWKOHVV��

%\�LQFUHDVLQJ�WKH�XVH�RI�GHWHFWLYH�FRQWUROV��
DQG�LPSOHPHQWLQJ�PRUH�DJJUHVVLYH�FRUUHFWLYH�

FRQWUROV��ZH�FDQ�PLWLJDWH�WKH�ULVN�RI�DOORZLQJ�
EURDGHU�DFFHVV��7KHVH�FRQWUROV�DOVR�LQFUHDVH�
RXU�DELOLW\�WR�VXUYLYH�DQG�UHFRYHU�IURP�D�
VXFFHVVIXO�DWWDFN��

:H�FDQ�XVH�VHFXULW\�EXVLQHVV�LQWHOOLJHQFH�
�%,�³DQDO\VLV�DQG�FRUUHODWLRQ�RI�GDWD�JDWKHUHG�
E\�PRQLWRULQJ³WR�GHWHFW�DQG�WKZDUW�SRVVLEOH�
DWWDFNV��)RU�H[DPSOH��VHFXULW\�%,�FDQ�GHWHFW�
DQG�SUHYHQW�DQRPDORXV�VLWXDWLRQV�VXFK�DV�
D�XVHU�ZKR�DSSDUHQWO\�ORJV�LQ�IURP�WZR�
GLIIHUHQW�ORFDWLRQV�DW�WKH�VDPH�WLPH��

7KH�EDODQFH�EHWZHHQ�SUHYHQWDWLYH��
GHWHFWLYH��DQG�FRUUHFWLYH�FRQWUROV�ZLOO�
YDU\��GHSHQGLQJ�RQ�WKH�VHFXULW\�]RQH��)RU�
H[DPSOH��LQ�XQWUXVWHG�]RQHV��ZH�DOORZ�
EURDGHU�DFFHVV�WR�YHU\�OLPLWHG�UHVRXUFHV�DQG�
PLWLJDWH�ULVN�E\�LQFUHDVHG�XVH�RI�GHWHFWLYH�
DQG�FRUUHFWLYH�FRQWUROV��5HGXQGDQF\�ZLWKLQ�
HDFK�W\SH�RI�FRQWURO�FDQ�EH�XVHG�WR�SURYLGH�
DGGLWLRQDO�SURWHFWLRQ��

3RVVLEOH�H[DPSOHV�RI�XVLQJ�GHWHFWLYH�DQG�
SUHYHQWDWLYH�FRQWUROV�LQFOXGH�WKH�IROORZLQJ��

�� $Q�,QWHO�HPSOR\HH�DWWHPSWV�WR�VHQG�D�
FODVVLILHG�GRFXPHQW�WR�D�QRQ�,QWHO�H�PDLO�
DGGUHVV��0RQLWRULQJ�VRIWZDUH�GHWHFWV�WKH�
DWWHPSW��SUHYHQWV�WKH�GRFXPHQW�IURP�
EHLQJ�VHQW�RXWVLGH�WKH�ILUHZDOO��DQG�DVNV�
WKH�,QWHO�HPSOR\HH�LI�KH�UHDOO\�LQWHQGHG�
WR�GR�WKLV��,I�WKH�HPSOR\HH�FRQILUPV�WKDW�
WKLV�ZDV�LQWHQGHG��WKH�GRFXPHQW�PD\�
EH�WUDQVPLWWHG³RU�LI�WKH�GRFXPHQW�LV�
KLJKO\�VHQVLWLYH��D�UHGDFWHG�YHUVLRQ�PD\�
EH�VHQW�

�� ,QDSSURSULDWH�XVH�RI�DQ�(50�ZUDSSHG�
GRFXPHQW�UHVXOWV�LQ�UHYRFDWLRQ�RI�DFFHVV��
WR�WKH�GRFXPHQW��

�� 7KH�V\VWHP�DOORZV�DFFHVV�WR�VSHFLILF�
GRFXPHQWV�EXW�WUDFNV�WKH�DFWLYLW\��$�
XVHU�FDQ�GRZQORDG�D�IHZ�GRFXPHQWV�
ZLWKRXW�FDXVLQJ�FRQFHUQV��+RZHYHU��LI�
WKH�XVHU�DWWHPSWV�WR�GRZQORDG�KXQGUHGV�
RI�GRFXPHQWV��WKH�V\VWHP�VORZV�GRZQ�
WKH�VSHHG�RI�GHOLYHU\��IRU�LQVWDQFH��RQO\�
DOORZLQJ����WR�EH�FKHFNHG�RXW�DW�D�
WLPH��DQG�DOHUWV�WKH�XVHU·V�PDQDJHU��,I�
WKH�PDQDJHU�DSSURYHV��WKH�XVHU�LV�JLYHQ�
IDVWHU�DFFHVV��
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ZZZ�LQWHO�FRP�,7 �

�� 5HWKLQNLQJ�,QIRUPDWLRQ�6HFXULW\�WR�,PSURYH�%XVLQHVV�$JLOLW\� ,7#,QWHO�:KLWH�3DSHU

�� 7KH�GHWHFWLRQ�RI�DQ�LQIHFWHG�V\VWHP�SODFHV�
WKH�V\VWHP�RQ�D�UHPHGLDWLRQ�QHWZRUN��
LVRODWLQJ�WKH�V\VWHP�DQG�UHVWULFWLQJ�DFFHVV�
WR�HQWHUSULVH�LQIRUPDWLRQ�DQG�DSSOLFDWLRQV��
7KH�V\VWHP�PD\�UHWDLQ�VRPH�DELOLW\�WR�
DFFHVV�FRUSRUDWH�DVVHWV��EXW�DOO�DFWLYLW\�LV�
FORVHO\�ORJJHG�WR�HQDEOH�LQFLGHQW�UHVSRQVH�
LI�QHFHVVDU\��

�� :KHQ�D�V\VWHP�LV�IRXQG�WR�EH�
FRPSURPLVHG��ZH�H[DPLQH�DOO�LWV�UHFHQW�
DFWLYLWLHV�DQG�LQWHUDFWLRQV�ZLWK�RWKHU�
V\VWHPV��$GGLWLRQDO�PRQLWRULQJ�RI�WKRVH�
V\VWHPV�LV�DXWRPDWLFDOO\�HQDEOHG���

8VHUV�DQG�'DWD���
7KH�1HZ�3HULPHWHUV
:LWK�WKH�SUROLIHUDWLRQ�RI�QHZ�GHYLFHV��DQG�
XVHUV·�H[SHFWDWLRQV�WKDW�WKH\�VKRXOG�EH�
DEOH�WR�DFFHVV�LQIRUPDWLRQ�IURP�DQ\ZKHUH�
DW�DQ\�WLPH��WUDGLWLRQDO�HQWHUSULVH�QHWZRUN�
VHFXULW\�ERXQGDULHV�DUH�TXLFNO\�EHFRPLQJ�
PRUH�SRURXV��

7KLV�PHDQV�WKDW�QHWZRUN�SHULPHWHU�GHIHQVHV�
EHFRPH�OHVV�DQG�OHVV�HIIHFWLYH�RQ�WKHLU�
RZQ��:KLOH�ZH�PXVW�FRQWLQXH�WR�SURWHFW�WKH�
QHWZRUN�SHULPHWHU�ZKHUH�LW�PDNHV�VHQVH��ZH�
QHHG�WR�VXSSOHPHQW�WKLV�ZLWK�D�QHZ�IRFXV�RQ�
WKH�SULPDU\�DVVHWV�ZH�DUH�WU\LQJ�WR�SURWHFW��
,QWHO·V�LQWHOOHFWXDO�SURSHUW\��LQIUDVWUXFWXUH��
RWKHU�FULWLFDO�GDWD��DQG�V\VWHPV��

7R�SURWHFW�WKHVH�DVVHWV��WKH�QHZ�DUFKLWHFWXUH�
H[SDQGV�RXU�GHIHQVHV�WR�WZR�DGGLWLRQDO�
SHULPHWHUV��WKH�GDWD�LWVHOI�DQG�WKH�XVHUV�ZKR�
KDYH�DFFHVV�WR�WKH�GDWD��

'$7$�3(5,0(7(5

,PSRUWDQW�GDWD�PXVW�EH�SURWHFWHG�DW�
DOO�WLPHV³ZKHQ�LW�LV�FUHDWHG��VWRUHG��
DQG�WUDQVPLWWHG��7R�WKLV�HQG��ZH�DUH�
LPSOHPHQWLQJ�WHFKQRORJLHV�VXFK�DV�(50�DQG�
GDWD�OHDN�SUHYHQWLRQ��'/3��WR�ZDWHUPDUN�
DQG�WDJ�GDWD��DQG�LQWHJUDWH�SURWHFWLRQ�ZLWK�
WKH�GDWD�LWVHOI��)RU�H[DPSOH��ZLWK�(50��WKH�
FUHDWRU�RI�D�GRFXPHQW�FDQ�GHILQH�H[DFWO\�
ZKR�KDV�DFFHVV�ULJKWV�WKURXJKRXW�WKH�OLIH�
RI�WKH�GRFXPHQW�DQG�FDQ�UHYRNH�DFFHVV�DW�
DQ\�SRLQW��

7KH�6HFXULW\�$UFKLWHFWXUH�LQ�$FWLRQ��$�'D\�LQ�WKH�
/LIH�RI�DQ�,QWHO�(PSOR\HH��
7KLV�H[DPSOH��VHH�)LJXUH����GHVFULEHV�KRZ�WKH�QHZ�VHFXULW\�DUFKLWHFWXUH�HQDEOHV�WKH�,QWHO�
VDOHV�IRUFH�WR�DFFHVV�WKH�LQIRUPDWLRQ�WKH\�QHHG�LQ�WKH�FRXUVH�RI�D�GD\��$W�WKH�VDPH�WLPH��WKH�
DUFKLWHFWXUH�SURWHFWV�,QWHO·V�VHFXULW\�E\�G\QDPLFDOO\�DGMXVWLQJ�WKH�OHYHO�RI�DFFHVV�SURYLGHG��
EDVHG�RQ�WKH�XVHU·V�GHYLFH�DQG�ORFDWLRQ��DQG�E\�PRQLWRULQJ�IRU�DQRPDORXV�EHKDYLRU�����

��� 7KH�HPSOR\HH�WUDYHOV�WR�D�FXVWRPHU�VLWH��7KH�HPSOR\HH�LV�XVLQJ�D�SHUVRQDO�VPDUWSKRQH�
DQG�LV�DOORZHG�DFFHVV�RQO\�WR�VHUYLFHV�LQ�XQWUXVWHG�]RQHV��)URP�KHUH��WKH�HPSOR\HH�FDQ�
YLHZ�OLPLWHG�FXVWRPHU�LQIRUPDWLRQ��LQFOXGLQJ�UHFHQW�RUGHUV��H[WUDFWHG�IURP�DQ�HQWHUSULVH�
UHVRXUFH�SODQQLQJ��(53��V\VWHP�LQ�D�WUXVWHG�]RQH³EXW�RQO\�WKURXJK�DQ�DSSOLFDWLRQ�
SUR[\�VHUYHU��ZKLFK�SURWHFWV�WKH�WUXVWHG�]RQH�E\�DFWLQJ�DV�DQ�LQWHUPHGLDU\��HYDOXDWLQJ�
LQIRUPDWLRQ�UHTXHVWV��DFFHVVLQJ�WKH�(53�V\VWHP��DQG�UHOD\LQJ�WKH�LQIRUPDWLRQ�WR�WKH�XVHU�

,I�WKH�VPDUWSKRQH�UHTXHVWV�DQ�DEQRUPDOO\�ODUJH�QXPEHU�RI�FXVWRPHU�UHFRUGV³DQ�LQGLFDWLRQ�
WKDW�WKH�VPDUWSKRQH�PD\�KDYH�EHHQ�VWROHQ³IXUWKHU�DFFHVV�IURP�WKH�VPDUWSKRQH�LV�
EORFNHG��7R�KHOS�XQGHUVWDQG�WKH�UHDVRQ�IRU�WKH�DQRPDORXV�DFFHVV��WKHUH�LV�LQFUHDVHG�
PRQLWRULQJ�RI�WKH�HPSOR\HH·V�DWWHPSWV�WR�DFFHVV�WKH�V\VWHP�IURP�DQ\�GHYLFH��

��� 7KH�HPSOR\HH�UHDFKHV�WKH�FXVWRPHU�VLWH�DQG�ORJV�LQWR�WKH�,QWHO�QHWZRUN�IURP�DQ�
,QWHO�RZQHG�PRELOH�EXVLQHVV�3&��%HFDXVH�WKLV�GHYLFH�LV�PRUH�WUXVWHG��WKH�HPSOR\HH�
QRZ�KDV�DFFHVV�WR�DGGLWLRQDO�FDSDELOLWLHV�DYDLODEOH�LQ�VHOHFWLYH�]RQHV��VXFK�DV�WKH�DELOLW\�
WR�YLHZ�SULFLQJ�DQG�FUHDWH�RUGHUV�WKDW�DUH�UHOD\HG�E\�DQ�DSSOLFDWLRQ�SUR[\�WR�WKH�(53�
V\VWHP�LQ�D�WUXVWHG�]RQH��

��� 7KH�HPSOR\HH�UHWXUQV�WR�DQ�,QWHO�RIILFH�DQG�FRQQHFWV�WR�WKH�FRUSRUDWH�QHWZRUN��1RZ�
WKH�HPSOR\HH�LV�XVLQJ�D�WUXVWHG�GHYLFH�IURP�D�WUXVWHG�ORFDWLRQ�DQG�KDV�GLUHFW�DFFHVV�WR�
WKH�(53�V\VWHP�LQ�D�WUXVWHG�]RQH��

��&UHDWH�RUGHUV
��5HYLHZ�SULFLQJ�LQIRUPDWLRQ

7UXVWHG�=RQHV

6HOHFWLYH�=RQHV

8QWUXVWHG�=RQHV

/HYHO�RI�DFFHVV�SURYLGHG�WR�GHYLFH��EDVHG�RQ�WUXVW�FDOFXODWLRQ�

$SSOLFDWLRQ�SUR[LHV��:H�H[SHFW�WR�SURYLGH�FRQWUROOHG�DFFHVV�XVLQJ�WKHVH�SROLF\�HQIRUFHPHQW�
SRLQWV�DV�VHFXUH�LQWHUPHGLDULHV³HYDOXDWLQJ�WKH�UHTXHVW�IURP�WKH�GHYLFH��JDWKHULQJ�WKH�LQIRUPDWLRQ�
IURP�WKH�UHVRXUFH�LQ�D�PRUH�WUXVWHG�]RQH��DQG�SDVVLQJ�LW�WR�WKH�GHYLFH��

3ROLF\�(QIRUFHPHQW�3RLQW�

&XVWRPHU�
6LWH

�
,QWHO�
2IÀFH

�

��5HDG�FXVWRPHU�LQIRUPDWLRQ
��&RPPLW�GDWHV
��2UGHU�LQIRUPDWLRQ

��&UHDWH�FXVWRPHUV
��0RGLI\�SULFLQJ�

7UDYHOLQJ�WR
&XVWRPHU�6LWH

�

)LJXUH����2XU�QHZ�VHFXULW\�DUFKLWHFWXUH�SURYLGHV�WKH�LQIRUPDWLRQ�HPSOR\HHV�QHHG�WR�GR�WKHLU�
MREV�ZKLOH�SURWHFWLQJ�,QWHO·V�LQIRUPDWLRQ�DVVHWV�
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7KLV�SDSHU�LV�IRU�LQIRUPDWLRQDO�SXUSRVHV�RQO\��7+,6�'2&80(17�,6�
3529,'('�³$6�,6´�:,7+�12�:$55$17,(6�:+$762(9(5��,1&/8',1*�
$1<�:$55$17<�2)�0(5&+$17$%,/,7<��121,1)5,1*(0(17��),71(66�
)25�$1<�3$57,&8/$5�385326(��25�$1<�:$55$17<�27+(5:,6(�
$5,6,1*�287�2)�$1<�352326$/��63(&,),&$7,21�25�6$03/(��,QWHO�
GLVFODLPV�DOO�OLDELOLW\��LQFOXGLQJ�OLDELOLW\�IRU�LQIULQJHPHQW�RI�DQ\�SURSULHWDU\�
ULJKWV��UHODWLQJ�WR�XVH�RI�LQIRUPDWLRQ�LQ�WKLV�VSHFLILFDWLRQ��1R�OLFHQVH��H[SUHVV�
RU�LPSOLHG��E\�HVWRSSHO�RU�RWKHUZLVH��WR�DQ\�LQWHOOHFWXDO�SURSHUW\�ULJKWV�LV�
JUDQWHG�KHUHLQ�

,QWHO��WKH�,QWHO�ORJR��,QWHO�&RUH��DQG�,QWHO�Y3UR�DUH�WUDGHPDUNV�RI�,QWHO�
&RUSRUDWLRQ�LQ�WKH�8�6��DQG�RWKHU�FRXQWULHV�

�2WKHU�QDPHV�DQG�EUDQGV�PD\�EH�FODLPHG�DV�WKH�SURSHUW\�RI�RWKHUV�

&RS\ULJKW��������,QWHO�&RUSRUDWLRQ��$OO�ULJKWV�UHVHUYHG��

3ULQWHG�LQ�86$� 3OHDVH�5HF\FOH
�����,3.$�.&�3')� �����������86

86(5�3(5,0(7(5

8VHUV�FDQ�EHFRPH�VHFXULW\�ULVNV�IRU�D�
YDULHW\�RI�UHDVRQV��7KH\�DUH�WDUJHWHG�PRUH�
IUHTXHQWO\�LQ�VRFLDO�HQJLQHHULQJ�DWWDFNV��DQG�
WKH\�DUH�PRUH�YXOQHUDEOH�WR�WKHVH�DWWDFNV�
EHFDXVH�WKHLU�SHUVRQDO�LQIRUPDWLRQ�LV�RIWHQ�
UHDGLO\�DYDLODEOH�RQ�VRFLDO�QHWZRUNLQJ�VLWHV��
7KH\�PD\�DOVR�FOLFN�RQ�PDOLFLRXV�OLQNV�LQ�
H�PDLO��GRZQORDG�PDOZDUH��RU�VWRUH�GDWD�RQ�
SRUWDEOH�GHYLFHV�WKDW�WKHQ�DUH�ORVW��

'HWHFWLYH�FRQWUROV�FDQ�EH�XVHG�WR�HQFRXUDJH�
PRUH�VHFXUH�EHKDYLRU��IRU�H[DPSOH��DOHUWLQJ�
XVHUV�ZKHQ�WKH\�DWWHPSW�WR�VHQG�FODVVLILHG�
GRFXPHQWV�RXWVLGH�WKH�ILUHZDOO�PD\�PDNH�
WKHP�PRUH�VHFXULW\�DZDUH�LQ�WKH�IXWXUH��
:H�KDYH�DOVR�IRXQG�WKDW�D�FRPELQDWLRQ�RI�
WUDLQLQJ��LQFHQWLYHV��DQG�RWKHU�DFWLYLWLHV�FDQ�
KHOS�LQVWLOO�LQIRUPDWLRQ�VHFXULW\�DQG�SULYDF\�
SURWHFWLRQ�LQWR�WKH�FRUSRUDWH�FXOWXUH��DQG�
VXFFHVVIXOO\�HQFRXUDJHV�HPSOR\HHV�WR�RZQ�
UHVSRQVLELOLW\�IRU�SURWHFWLQJ�HQWHUSULVH�DQG�
SHUVRQDO�LQIRUPDWLRQ��

&21&/86,21
2XU�HQWHUSULVH�VHFXULW\�DUFKLWHFWXUH�
LV�GHVLJQHG�WR�PHHW�D�EURDG�UDQJH�
RI�HYROYLQJ�UHTXLUHPHQWV��LQFOXGLQJ�
QHZ�XVDJH�PRGHOV�DQG�WKUHDWV��2XU�
JRDO�LV�WR�DOORZ�IDVWHU�DGRSWLRQ�RI�
QHZ�VHUYLFHV�DQG�FDSDELOLWLHV�ZKLOH�
LPSURYLQJ�VXUYLYDELOLW\���

:H�EHJDQ�LPSOHPHQWLQJ�WKLV�DUFKLWHFWXUH�
DERXW�RQH�\HDU�DJR�DQG�SODQ�WR�GULYH�DGRSWLRQ�
DFURVV�,QWHO�RYHU�DSSUR[LPDWHO\�ILYH�\HDUV��
:H�KDYH�DOUHDG\�VHHQ�VRPH�VXFFHVVHV��
8VH�RI�WKLV�DSSURDFK�KDV�HQDEOHG�XV�WR�
GHOLYHU�VROXWLRQV�WR�FKDOOHQJLQJ�XVH�FDVHV�

ZKLOH�DFWXDOO\�UHGXFLQJ�ULVN��)RU�H[DPSOH��
ZH�LPSOHPHQWHG�EDODQFHG�FRQWUROV�DQG�
WUXVW�]RQHV�WR�HQDEOH�QHWZRUN�DFFHVV�IURP�
HPSOR\HH�RZQHG�GHYLFHV��,Q�VRPH�FDVHV��
SURMHFWV�KDYH�VHHQ�WKHLU�VHFXULW\�RYHUKHDG�
GHFUHDVH�E\�DGRSWLQJ�WKLV�PRGHO��

:H�DQWLFLSDWH�WKDW�WKH�DUFKLWHFWXUH�ZLOO�EH�
YDOXDEOH�LQ�DGGUHVVLQJ�WKH�VHFXULW\�FKDOOHQJHV�
RI�FORXG�FRPSXWLQJ��,Q�D�YLUWXDOL]HG�FORXG�
HQYLURQPHQW��LW�LV�GLIILFXOW�WR�HIIHFWLYHO\�
UHVWULFW�DFFHVV�XVLQJ�WUDGLWLRQDO�VHFXULW\�
FRQWUROV�VXFK�DV�ILUHZDOOV��ZKLFK�DVVXPH�WKDW�
WKH�ORFDWLRQV�RI�V\VWHPV�DQG�WKH�GDWD�WKH\�
FRQWDLQ�DUH�VWDWLF��7KH�QHZ�DUFKLWHFWXUH��E\�
HPSOR\LQJ�WRROV�VXFK�DV�WKH�WUXVW�FDOFXODWLRQ��
SURYLGHV�PRUH�G\QDPLF�DQG�JUDQXODU�FRQWURO�
RYHU�DFFHVV�WR�VSHFLILF�UHVRXUFHV��,Q�DGGLWLRQ��
E\�LQFUHDVLQJ�WKH�XVH�RI�GHWHFWLYH�DQG�
FRUUHFWLYH�FRQWUROV��ZH�DUH�DEOH�WR�PLWLJDWH�
WKH�ZHDNQHVVHV�RI�FXUUHQWO\�DYDLODEOH�
SUHYHQWDWLYH�FRQWUROV��

:KLOH�QRW�DOO�WKH�VHFXULW\�WHFKQRORJLHV�
UHTXLUHG�IRU�IXOO�LPSOHPHQWDWLRQ�RI�WKLV�PRGHO�
H[LVW�WRGD\��ZH�GR�QRW�EHOLHYH�DQ\�RI�WKHP�
DUH�RXW�RI�UHDFK��:H�DUH�DFWLYHO\�HQFRXUDJLQJ�
UHVHDUFK�DQG�GHYHORSPHQW�RI�WHFKQRORJ\�WR�
VXSSRUW�DOO�UHTXLUHG�FDSDELOLWLHV��VXFK�DV�WKH�
WUXVW�FDOFXODWLRQ��$W�WKH�VDPH�WLPH��WR�UHDOL]H�
WKH�IXOO�EHQHILWV�RI�WKLV�DUFKLWHFWXUH��ZH�DUH�
ZRUNLQJ�WR�LQJUDLQ�LW�LQWR�DOO�DVSHFWV�RI�,QWHO�,7��
IURP�GHYHORSPHQW�WR�RSHUDWLRQV��

)25�025(�,1)250$7,21
�� ´0DLQWDLQLQJ�,QIRUPDWLRQ�6HFXULW\�:KLOH�
$OORZLQJ�3HUVRQDO�+DQG�+HOG�'HYLFHV�LQ�WKH�
(QWHUSULVHµ�KWWS���GRZQORDG�LQWHO�FRP�LW�SGI�
0DLQWDLQLQJ�,QIR�6HFXULW\�ZKLOH�$OORZLQJ�
3HUVRQDO�+DQG�+HOG�'HYLFHV�LQ�(QWHUSULVH�SGI�

$&521<06
%,� EXVLQHVV�LQWHOOLJHQFH

'/3� GDWD�OHDN�SUHYHQWLRQ

(50� HQWHUSULVH�ULJKWV�PDQDJHPHQW�

(53� HQWHUSULVH�UHVRXUFH�SODQQLQJ

*36� JOREDO�SRVLWLRQLQJ�V\VWHP�

3'3� SROLF\�GHFLVLRQ�SRLQW�

3(3� SROLF\�HQIRUFHPHQW�SRLQW

730� WUXVWHG�SODWIRUP�PRGXOH

Y/$1� YLUWXDO�/$1

)RU�PRUH�LQIRUPDWLRQ�RQ��
,QWHO�,7�EHVW�SUDFWLFHV���
YLVLW�ZZZ�LQWHO�FRP�LW�
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